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GUILDFORD COLLEGE OF FURTHER

 AND HIGHER EDUCATION
STATEMENT OF POLICY PURPOSE
The following policy elaborates on the information contained in the Use of Computing Facilities policy, and relates specifically to use of the Internet.

APPLICABILITY
To whom:  This policy applies to all students, staff and authorised persons at Guildford College of Further and Higher Education, its campuses and any of its outreach centres, including franchises and work placements, that offer qualifications on behalf of the College, regardless of race, gender, disability, religion, age or sexual orientation.
Consequences of non-compliance:  The College disciplinary processes will be invoked as appropriate (Staff and/or student).
DISSEMINATION

The Information Communication Technology Department will ensure that the policy is distributed to relevant College Faculties and/or Departments.  Dissemination within Faculties and Departments to staff and/or students is the responsibility of the respective management teams.

DEFINITION
General Policy Statement
1
Introduction

The College network is connected, via JANET, to an external network linking the College with external people, organisations and data. It is this external network that is commonly referred to as the Internet or World Wide Web.  All networked computers can connect to the Internet and is available for:
· Students who require access for use in academic study and activities related to the College

· Academic and support staff who require access to the Internet as part of their duties

· Associates who require access for use associated with their collaboration with the College

The categories are governed by College policy and legislation and may alter over time.

2
Guiding Principles

Computing facilities are provided by the College for the purpose of teaching and learning, research or administrative services.

2.1 All employees, students, and associates of the College have a responsibility to be ethical and efficient in their official or private use (where permitted) of equipment and services provided on the College network in accordance with the Use of Computing Facilities Policy.

2.2
Every employee has a responsibility to be productive in the performance of their duties and use of resources.  Staff may need to make use of communication devices for personal purposes within reasonable limits.  This should be analogous with personal use of the telephone.

3
Enforcement
3.1
Any identified use of equipment or internet services thought to be inconsistent with College policies will be investigated by ICT staff and reported to the Director of ICT and the Vice Principal Information and Funding.  Inappropriate use will be subject to the relevant College disciplinary procedures.

3.2
All Internet (web) browsing is monitored and user activity logged by the web monitor with inappropriate web sites banned.  The results of this monitoring will be used in any investigation of alleged misconduct.
3.3
Failure to abide by the principles shown above will be treated as misconduct and dealt with according via appropriate College student and staff disciplinary procedures.

4
Your Responsibilities
4.1
Use of the Internet for personal gain is not permitted except where such use is in accordance with the specific authorisation of College policies.

4.2
Staff entering into on-line purchasing arrangements must abide by the College Financial Regulations and Procedures.

4.3
Inappropriate use includes, but is not limited to, any use of College equipment or services for intentionally transmitting, communicating, accessing or downloading pornographic or sexually explicit material, images, text or other offensive material, e.g. homophobic or racially sensitive.

4.4
It is not acceptable to intentionally create, send, access or download information that could damage the College’s reputation, be misleading or deceptive, result in victimisation or harassment, lead to criminal penalty or civil liability, or be reasonably found to be offensive, obscene, threatening, abusive or defamatory.

4.5
It is inappropriate to transmit, communicate, access or download any material which will discriminate against, harass or vilify colleagues or fellow students or any member of the public on the grounds of:

· Gender or transgender

· Pregnancy

· Age

· Race (including colour); nationality; descent or ethnic background

· Homosexuality

· Religion or belief (or none)

· Marital Status

· Disability

· HIV/AIDS

You will be individually liable if you aid or abet others who discriminate against, harass or vilify colleagues, fellow students or any member of the public (harassment will be treated in accordance with existing Grievance and Anti-bullying and Harassment policies and will result in disciplinary action).

4.6
You will not intentionally create, transmit, distribute, download or store any offensive information, data, or material that violates UK regulations or laws.  The College reserves the right to audit and remove any illegal material from its computer resources without notice.  The results of any auditing may be used in any investigation of misconduct.

4.7
The use of e-mail and instant messaging within the College is subject to the College’s Electronic Communications and Student E-mail Policy.

4.8
Copyright law applies to materials accessed via the Internet or posted on the Internet unless there is an express statement to the contrary.  Every employee and student has a responsibility to respect the rights of copyright owners and authors in works they access on the Internet, to the extent and for purposes expressed Copyright legislation.

4.9
Staff and students are encouraged to report breaches of these guidelines to their lecturer, line manager or an appropriate senior manager.  Staff are obliged, under the College’s Code of Conduct, to report misuse of College resources.

4.10
Limited personal use of the Internet does not extend to intentionally downloading unauthorised software, lengthy files containing picture images, live pictures or graphics.  This includes computer games, music files and movie files.  Streaming media (e.g. from radio or television stations broadcasting via the Internet), except from approved websites, are not allowed.  Downloading of such files increases the load on the network and degrades the service to other staff and students with genuine need to use the Internet.  It is against College E-mail Policy to e-mail such files to others.

4.11
Where a genuine reason exists (i.e. to support teaching, learning or research activities) that requires access to sites that would normally be regarded as inappropriate, the authorisation of the Director of Faculty or Department is required.

4.12
All activity on the Internet (including browsing websites and sending e-mails) is capable of being intercepted, traced, or recorded by others.  By using the Internet you should not have an expectation of privacy and must take care with confidential documents.

5
Monitoring

5.1 Guildford College reserves the right to monitor Internet usage and users shall have no expectation of privacy in any of their use of the Internet.  Guildford College ICT staff will routinely monitor Internet usage without prior notice.  Internet usage reporting will be according to the agreed procedures and protocols for Student Internet Reporting and for Staff Internet Reporting attached to this policy.  E-mail is monitored according to the policy on Electronic Communications.
5.2 The Director of ICT will be responsible for ensuring that internet usage is proactively monitored by the ICT Department and routinely will produce on a weekly basis internet exceptions reports that highlight any inappropriate or unacceptable usage of the internet.  This will be issued in the first instance to the Director of Human Resources for any staff related matters and to the Director of Student Services for any student related matters who will investigate the alleged breach of this policy.
5.3 The Director of ICT will report any exceptions relating to senior management usage including the Vice Principal’s to the Principal who will investigate with the Director of HR and Director of ICT following appropriate staff related disciplinary polices and procedures.
5.4 The Director of ICT will ensure any exception relating to the usage of the Principal is reported directly to the Clerk of Corporation.
5.5 The Director of ICT will ensure any exception relating to the usage of the Clerk is reported directly to the Principal.
6
Data Protection Act
College staff and students have a duty to ensure they comply with the data protection act and the principles that are set out in the College’s Data Protection Policy, which can be found on the College website.  If a staff member or student believes that there has been a breach of the Data Protection Act, this must be reported to the Director of Information Services.

7
Related Policies/Documents

Anti-bullying and Harassment of Staff Policy


Anti-bullying and Harassment of Students Policy


College Financial Regulations and Procedures

Electronic Communication Policy

Equality and Diversity Policy

JANET Acceptable Use Policy

Staff Disciplinary Policy

Staff Grievance Policy

Student Disciplinary Policy

Student E-mail Policy
Use of Computing Facilities Policy

Procedure for Student Internet Reporting

Procedure for Staff Internet Reporting

College Code of Conduct
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Director of Information Communication Technology


Information Communication Technology Manager

ICT Technicians
ICT Helpdesk (ext 8678, helpdesk@guildford.ac.uk)
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